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ABSTRACT. Research from the fields of criminology
and social psychology suggests that the deterrent effect of
security countermeasures is not uniform across individu-
als. In this study, we examine whether certain individual
characteristics (i.e., computer self-efficacy) or work
arrangement (i.e., virtual status) moderate the influence
of security policies, security education, training, and
awareness (SETA) program, and computer monitoring on
information systems misuse. The results suggest that
computer savvy individuals are less deterred by SETA
programs and computer monitoring, while these coun-
termeasures are also less influential (from a deterrence
perspective) on employees that spend more working days
outside the office. Implications for both the research and
practice of information security are discussed.
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Introduction

It is acknowledged within the information security
research community that insiders represent one of
the most significant threats to the security of orga-
nizational information assets (e.g., Dhillon, 1999;
Whitman, 2003). In this study, we define an insider
as “a person that has legitimately been given the
capability of accessing one or many components
of the IT infrastructure” (Magklaras et al., 2006,
p- 362). The insider threat is evidenced in industry
surveys that report between one-half and three-
quarters of all security incidents originate from
within the organization (Ernst and Young, 2003;
InformationWeek, 2005). Considering that a large
percentage of security breaches go undetected

(Hoffer and Straub, 1989), it is likely that these
figures underestimate the actual level of insider
information systems (IS) misuse.

Information security specialists recommend a
combination of procedural and technical counter-
measures as a strategy for combating IS misuse.
Procedural countermeasures include security policy
statements, acceptable usage guidelines, and security
education, training, and awareness (SETA) pro-
grams. Technical countermeasures include authen-
tication technologies and filtering and monitoring
software. Following Straub (1990), we use the term
“security countermeasures’’ to collectively describe
these procedural and technical controls. General
deterrence theory (GDT) provides theoretical justi-
fication for the use of security countermeasures as
mechanisms to reduce IS misuse. The theory posits
that “‘disincentives” or sanctions dissuade potential
offenders from illicit behavior and as the certainty
and severity of sanctions increase, the level of illicit
behavior should decrease (Tittle, 1980). Within the
context of IS security, GDT suggests that security
countermeasures can limit the incidence of IS misuse
by convincing potential offenders that there is too
high a certainty of getting caught and punished
severely (Straub, 1990).

A number of studies have used GDT as a theo-
retical perspective in examining the eftectiveness of
various security countermeasures. This research in-
cludes empirical investigations of the relationships
between security countermeasures and aggregate
misuse levels (Kankanhalli et al., 2003; Straub, 1990;
Wiant, 2003), as well as the impact of security
countermeasures on specific misuse behaviors such
as software piracy, modifying, stealing, or destroy-
ing data, and computer sabotage (e.g., D’Arcy and
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Hovav, 2007; Foltz, 2000; Gopal and Sanders, 1997;
Harrington, 1996; Lee et al.,, 2004). Taken as a
whole, the results of these studies have been largely
inconclusive. As such, several authors (e.g., Banerjee
et al., 1998; Gattiker and Kelley, 1999; Harrington,
1996) have called for further research to better
understand what factors influence the effectiveness
of security countermeasures.

A potential explanation for the equivocal results
of prior studies is the omission of certain individual
factors that influence sanction perceptions. The dif-
ferential deterrence hypothesis (Mann et al., 2003)
suggests that the impact of security countermeasures
will not be uniform across all persons due to indi-
vidual and situational differences that influence
perceived strength of sanctions. Hence, it is possible
that certain security countermeasures that deter some
people may be perceived as only a minor threat by
others. The purpose of the current study is to
investigate this issue by exploring the impact of two
likely influences on sanction perceptions in an IS
context: computer self-efficacy and virtual status
(i-e., the degree to which an employee operates from
traditional offices or from dispersed locations via
telecommunication equipment; Wiesenfeld et al.,
1999). Specifically, we examine whether computer
self-efficacy and virtual status moderate the influence
of security policies, SETA programs, and computer
monitoring on IS misuse intention. While extant
research suggests that computer self-efficacy and
virtual status may influence security countermeasure
effectiveness (e.g., Heath and Tversky, 1991; Kru-
egar and Dickson, 1994; Williams, 1992; Zimbardo,
1969), neither variable has been included in prior
empirical investigations of the topic. Further, an
understanding of the influence of virtual status on
the effectiveness of security countermeasures 1is
of increasing importance to modern organizations,
given the rise in telecommuting and other virtual
work arrangements. Recent estimates indicate that
by 2011, over 75% of the U.S. workforce will spend
at least a portion of their workweek in virtual mode
(IDC Research, 2007).

Research model and hypotheses

The study’s research model is presented in Figure 1.
The modelis grounded in GDT and posits that (1) user
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Figure 1. The research model.
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awareness of security policies, SETA program, and
computer monitoring directly influence IS misuse
intention, and (2) that the relationships between these
three countermeasures and IS misuse intention are
moderated by computer self-efficacy and virtual sta-
tus. Note that our model contains user awareness of
security policies, SETA program, and computer
monitoring, as opposed to objective measures of these
variables. This is for two main reasons. First, the
impact of security countermeasures as deterrence
mechanisms ultimately depends on the actions and
awareness of end users, and therefore it is important to
understand the impact of these controls from the user
perspective. Second, research suggests that end users
are not fully aware of the existence of many security
countermeasures within their organizations (Finch
et al., 2003; Foltz, 2000). The following sections
elaborate on the constructs in the research model and
the proposed relationships among them.

IS misuse intention

IS misuse intention is defined as an individual’s
intention to perform a behavior that is defined
by the organization as a misuse of IS resources
(Magklaras et al., 2006). One’s intention is thought
to capture the motivational factors that affect a
behavior (Azjen, 1988) and there is a significant
body of research supporting intention as a strong
predictor of actual behavior (e.g., Sheppard et al.,
1988). The current study focuses on two IS misuse
intentions: unauthorized access to computerized data
and unauthorized modification of computerized



Examining the Differential Effects of IS Security Countermeasures

data. Both of these are common types of security
breaches in organizations (Richardson, 2007).
Moreover, a ranking of IS misuse categories con-
ducted with a panel of experts identified both
unauthorized access to and modifications of com-
puterized data as severe threats to organizational
information security (D’Arcy and Hovav, 2007).

Security countermeasures: security policies, SETA
program, and computer monitoring

Criminological research suggests that active and
visible deterrent efforts can convince potential
abusers of the certainty and severity of punishment
and, based on the predictions of GDT, these
increased punishment perceptions will deter illicit
behavior (e.g., Tittle, 1980). Straub (1990) identified
security polices, SETA programs, and computer
monitoring as examples of countermeasures that
organizations can employ to deter IS misuse. The
direct effects of these countermeasures on unau-
thorized access and unauthorized modification
intentions are reported in D’Arcy and Hovav (2007).
Therefore, for purposes of brevity we do not restate
these relationships as hypotheses in this paper.

Additional influences on sanction perceptions: computer
self-efficacy and virtual status

Deterrence researchers have suggested that the
deterrent effect of various sanction practices differs
radically from individual to individual and from
social group to social group (Bachman et al., 1992;
Tittle, 1980). This argument is captured within the
differential deterrence hypothesis, which posits that
the impact of formal sanctions is not uniform across
all persons due to individual and situational differ-
ences (Mann et al,, 2003). Such differences are
thought to influence sanction perceptions, which in
turn have a direct effect on behavior (Tittle, 1980).
Existing research from the fields of criminology and
social psychology supports the differential deterrence
hypothesis as variables such as age, gender, risk
propensity, expertise, socioeconomic status, race,
geographic mobility, and labor force status have all
been shown to influence perceptions of sanctions
and/or projected deviant and criminal behavior

(e.g., Hollinger and Clark, 1983; Weaver and
Carroll, 1985). There is also support for the difter-
ential deterrence hypothesis within the IS literature.
Harrington (1996) found that an individual person-
ality trait, responsibility denial, influenced the
effectiveness of IS codes of ethics in deterring
computer abuse behaviors. A review of the IS
security, criminology, and risk behavior literature
identified computer self-efficacy and virtual status as
additional variables that may impact the deterrent
effectiveness of security countermeasures due to
their influence on sanction perceptions.

Computer self-efticacy is defined as “individuals’
judgment of their computer-related skills in diverse
situations” (Compeau and Higgins, 1995, p. 192).
The construct has generally been used to refer to
one’s overall confidence in their ability to use
computers. Research that has examined risky deci-
sion making among various groups suggests that
there is a significant relationship between percep-
tions of self-efficacy and risk-taking behavior. Wyatt
(1990) studied several risky behaviors (e.g., gam-
bling) among college students and found that self-
efficacy was the principle wvariable influencing
risk-taking behavior. Heath and Tversky (1991)
conducted a series of experiments that suggested that
people take significantly more risks in situations in
which they feel competent. Research by Kruegar
and Dickson (1994) suggests that self-efficacy influ-
ences risk-taking behavior through opportunity
recognition. The researchers found that an increase
in self-efficacy increases perceptions of opportunity
and decreases perceptions of threat and that changing
opportunities of threat perceptions changes risk-
taking behavior. Given that IS misuse is a risky
behavior, these findings suggest that individuals with
higher computer self-efficacy have lower percep-
tions of threats pertaining to IS misuse. Thus, it can
be expected that higher computer self-efficacy users
will be less deterred by security countermeasures.
This leads to following hypotheses:

H1: Computer self-efficacy will negatively influ-
ence the relationship between user awareness
of security countermeasures and IS misuse
intention.

Virtual status refers to the degree of work that
an employee performs within traditional offices or
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from dispersed locations via telecommunications
equipment (Wiesenfeld et al., 1999). A common
arrangement in which employees work virtually is
telecommuting. Other forms of virtual work include
mobile or remote working arrangements. While
organizations cite increased productivity and cost
reductions as benefits of virtual work programs
(Potter, 2003), a potential drawback is that virtual
workers may experience social isolation since they
are often separated, both temporally and spatially,
from other organizational members (Pearlson and
Saunders, 2001). Studies have reported that virtual
workers felt excluded from decision making and less
visible in their organizations (Mann et al., 2000;
Watad and DiSanzo, 2000). The deterrence litera-
ture provides evidence that feelings of social isolation
can lead to perceptions of decreased sanction costs.
Williams (1992) found that increased isolation from
community resources of social control (i.e., police
agencies) was associated with lower perceived costs
of arrest for various forms of violence against one’s
spouse. Williams (1992) concluded that the influ-
ence of social isolation was significant since “‘if
people believe their affairs are detached from the
jurisdiction of police, then they will perceive
themselves as immune to the attention and actions of
police agencies” (p. 624). Applying this same argu-
ment to the domain of IS misuse suggests that virtual
workers, due to the increased temporal and spatial
isolation that is associated with their work, will
perceive lower sanction costs for misusing IS
resources and therefore will be less deterred by
security countermeasures.

Additional evidence that security countermea-
sures may be less effective against virtual workers
comes from deindividuation theory. According to
deindividuation theory, when individuals are not
seen or paid attention to, they do not feel scrutinized
(Zimbardo, 1969). The result is reduced inner
constraints based on guilt, shame, fear, and com-
mitment and increasing behavior that is uninhibited
and antinormative. Deindividuation theory has been
used by IS researchers to describe the sense of ano-
nymity that individuals experience when using
information technology (Loch and Conger, 1996).
Research suggests that virtual workers may experi-
ence the psychological state of deindividuation as a
result of being temporally and spatially dispersed
from other organizational members. For example,

Watad and DiSanzo (2000) reported that virtual
workers expressed concern about ‘“being out of
sight, and out of mind” of their employing organi-
zations. In addition, as mentioned above, virtual
workers may experience psychological separation
from other organizational members through social
isolation. Feelings of isolation can contribute to a
deindividuated state in which virtual workers
feel increasingly anonymous and unaccounted for,
resulting in decreased perceptions of fear associated
with deviant behavior. Considering that security
countermeasures rely on increased punishment per-
ceptions to achieve deterrence, the preceding dis-
cussion suggests that such controls will have less
influence on virtual workers. This leads to the fol-
lowing hypotheses:

H2: Virtual status will negatively influence the
relationship between user awareness of security
countermeasures and IS misuse intention.

Control variables

Prior research that has examined IS misuse and the
general area of criminal and deviant behavior sug-
gests age, gender, and morality are additional vari-
ables that should be included because of their
potential influence on IS misuse intention. For
example, empirical results have shown that younger,
male employees are more likely to engage in deviant
workplace behavior such as stealing from their
employer (Hollinger and Clark, 1983; Tittle, 1980),
as well as perform numerous unethical behaviors
involving the use of computers (i.e., software piracy,
unauthorized access) (e.g., Gattiker and Kelley,
1999; Loch and Conger, 1996). There is also strong
empirical support for the role of moral consider-
ations in predicting IS misuse. Silberman (1976)
found a negative correlation between moral pro-
pensity and several criminal and deviant behaviors
such as petty theft, shoplifting, and vandalism.
Within the IS literature, Sacco and Zureik (1990)
found that beliefs about ethics had a significant
impact on computer misuse. Other IS studies have
shown a relationship between moral judgments of IS
misuse and willingness to engage in such behavior
(Kreie and Cronan, 1998; Lee et al., 2004; Leonard
and Cronan, 2001). Researchers have also found that
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ethical judgments of IS misuse differ depending on
the behavior in question (Harrington, 1996; Kreie
and Cronan, 1998). For this reason, we focus on
moral judgment of the act, as opposed to general
level of morality of the individual. It should also be
noted that while we recognize the importance of
age, gender, and moral judgment in particular, in
explaining IS misuse, the current study seeks to assess
the hypothesized relationships beyond the influence
of these known predictors. Hence, age, gender, and
moral judgment are designated as control variables in
the analysis.

Methodology
The survey

A survey instrument was designed to capture respon-
dents’ intentions regarding two IS misuse scenarios
(i.e., unauthorized access and unauthorized modifi-
cation) and to measure the other variables in the
research model. The specific scenarios are presented
in the Appendix. For each scenario, respondents
were presented with two questions that assessed the
likelihood that they would act as the person did in
the scenario. This IS misuse intention scale consisted
of one original item and one item adapted from
Leonard and Cronan (2001). An additional item,
adapted from Lin et al. (1999), was included after
each scenario to assess moral judgment of the act.
Original scales (available in D’Arcy and Hovav,
2007) measuring user awareness of security policies,
SETA program, and computer monitoring were
presented in a separate section, followed by com-
puter self-efficacy, virtual status, and demographic
items. Computer self-efficacy was measured with six
items adapted from Compeau and Higgins’s (1995)
original 10-item scale. This six-item scale is also used
in Chau (2001), where it exhibited strong psycho-
metric properties. Virtual status was measured using
three open-ended questions that ask respondents to
indicate how many days per week they spend in the
office, home, and mobile work modes, respectively
(Wiesenfeld et al., 1999). From the data, a virtual
status variable that captures the number of days that
an employee spends working outside the office was
generated. Higher scores indicate a greater number

of working days outside the office and thus a higher
virtual status.

Sample

Survey responses were collected from two groups of
participants: employed professionals taking evening
MBA classes at two mid-Atlantic U.S. universities
and employees in eight organizations located across
the U.S. For the MBA sample, 356 questionnaires
were distributed and 238 usable responses were
obtained (67% response rate). For the industry sam-
ple, a total of 805 employees received an invitation
to complete the survey, and 269 usable responses
were obtained (38% response rate). Results of the
instrument validation were largely consistent across
the two sample groups,' and therefore the data
were pooled into a combined sample (n = 507) to
increase statistical power and facilitate brevity of
results reporting. The combined sample consisted
of almost two-thirds (65%) males, and about half of
respondents (52%) were in the 25-34 age group.
Respondents held managerial (25%), technical
(30%), professional (39%), and administrative (6%)
positions and worked in various industries including
manufacturing (32%), finance/insurance (22%), soft-
ware (17%), healthcare (10%), advertising/marketing
(7%), education (6%), and retail (6%). Company size
ranged from small to large, with a sizable portion
(44%) having 10,000 or more employees.

Analysis and results

Partial least squares (PLS-Graph 3.00) was used to
analyze the data. The main reason for selecting PLS
was to utilize the PLS product indicator approach for
measuring interaction (Chin et al., 2003 ). A sec-
ondary reason is that PLS does not impose normality
requirements on the data (Chin, 1998). Formal tests
indicated that item responses were not normally
distributed in this study, as is often the case in
survey-based research (Ping, 2004). Following
standard procedure (Anderson and Gerbing, 1988),
we first assessed the measurement model, followed
by the structural relationships.
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Measurement model

The measurement model was assessed through tests
of convergent validity, discriminant validity, and
reliability. For convergent validity, all factor loadings
should exceed 0.70 and average variance extracted
(AVE) for each construct should exceed 0.50 (For-
nell and Larcker, 1981). As shown in Table I, both
criteria were met for all constructs.

For discriminant validity, the square root of the
AVE for each construct should be greater than the
inter-construct correlations, and items should load
more strongly on their corresponding construct than
on other constructs (i.e., loadings should be higher
than cross-loadings) (Gefen and Straub, 2005). As
shown in Tables I and II, these conditions were met
for all constructs. Finally, the reliabilities of all
constructs were above the recommended 0.70

threshold (Fornell and Larcker, 1981), as shown in
the composite reliability column of Table II.

Structural model

The hypotheses were tested by examining six
structural models. A main effects model, a model
with computer self-efticacy (CSE) interaction vari-
ables added, and a model with virtual status (VS)
interaction variables added were each tested with
INT 1 (unauthorized access intention) serving as the
dependent variable. Further, the same three models
were tested with INT 2 (unauthorized modification
intention) serving as the dependent variable. A
bootstrapping procedure (500 resamples) was used to
determine the significance of the paths within the
structural models.

TABLE 1

Loadings, cross-loadings, and AVEs for multi-item constructs

Construct Item code INT1 INT2 p SETA M CSE AVE
Unauthorized access (INT1) INT1_1 0.96 0.24 0.18 0.22 0.10 0.05 0.95
INT1_2 0.98 0.29 0.20 0.25 0.13 0.04
Unauthorized mod (INT?2) INT2_1 0.25 0.93 0.10 0.03 0.02 0.07 0.87
INT2_2 0.25 0.93 0.08 0.01 0.03 0.17
Security policies (P) P1 0.18 0.10 0.87 0.53 0.51 0.03 0.73
P2 0.15 0.11 0.89 0.60 0.51 0.11
P3 0.17 0.05 0.79 0.59 0.51 0.01
P4 0.16 0.05 0.86 0.64 0.57 0.03
SETA program (SETA) SETA1 0.17 0.01 0.46 0.77 0.38 0.05 0.71
SETA2 0.25 0.03 0.58 0.87 0.48 0.03
SETA3 0.19 0.02 0.67 0.88 0.48 0.01
SETA4 0.20 0.03 0.59 0.86 0.50 0.04
Computer monitoring (M) M1 0.13 0.01 0.49 0.52 0.72 0.06 0.63
M2 0.05 0.02 0.60 0.43 0.84 0.01
M3 0.06 0.04 0.49 0.39 0.81 0.09
M4 0.13 0.07 0.40 0.45 0.81 0.13
M5 0.12 0.04 0.45 0.39 0.80 0.04
Computer self-efticacy (CSE) CSE1 0.00 0.09 0.02 0.04 0.04 0.76 0.66
CSE2 0.00 0.13 0.04 0.01 0.06 0.79
CSE3 0.02 0.11 0.01 0.05 0.02 0.86
CSE4 0.03 0.10 0.07 0.02 0.07 0.84
CSE5 0.08 0.08 0.04 0.06 0.06 0.84
CSE6 0.07 0.09 0.08 0.02 0.05 0.81

Boldface numbers are loadings (correlations) of indicators to their own construct; other numbers are cross-loadings.
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TABLE 11

Reliability and inter-construct correlations

Construct Composite reliability Inter-construct correlations
INT1 INT2 p SETA M CSE
INT1 0.97 0.97
INT2 0.93 0.27 0.93
p 0.91 —0.08 —0.09 0.85
SETA 0.90 —0.24 —0.02 0.68 0.84
M 0.89 —0.12 -0.13 0.61 0.55 0.79
CSE 0.92 0.04 —0.12 0.05 0.18 0.09 0.81

Note: Bold items are the square root of the average variance extracted (AVE).

The latent interaction terms were developed fol-
lowing procedures described in Chin et al. (2003).
First, all indicators reflecting the predictor (i.e.,
security policies, SETA program, computer moni-
toring) and moderator constructs (i.e., computer
self-efficacy and virtual status) were standardized
using SPSS 15.0. Further, product indicators were
developed by creating all possible products from the
two sets of indicators for each predictor-moderator
combination. These product indicators were used to
represent the latent interaction variables in the

structural models. For example, the five measures
reflecting the SETA construct (a predictor variable)
and the six measures reflecting the CSE construct (a
moderator variable) were cross-multiplied to create
30 items that represented the interaction construct
SETA*CSE. This same procedure was followed for
each combination of the security countermeasure
and moderator variables. The results of the structural
model analyses are presented in Table III.

The results show partial support for the direct
effects of the security countermeasures on IS misuse

TABLE III

Results for structural models (path coefficients and R?)

Unauthorized access (INT1)

Unauthorized modification (INT2)

Model 1 Model 2 Model 3 Model 1 Model 2 Model 3
Security policies (P) 0.04 0.04 0.04 —0.14** —0.12% —0.14**
SETA program (SETA) —0.16%* —0.14%* —0.16%* 0.03 0.04 0.04
Monitoring (M) —0.03 —0.02 —0.03 —0.17%* —0.15%* —0.16%*
Age —0.09% —0.09* —0.09% —0.13%* —0.13%* —0.14%*
Gender —0.01 —0.01 —0.00 —0.05 —0.04 —0.05
Moral judgment 0.48** 0.49** 0.47** 0.35%* 0.35%* 0.35%*
Computer self-efticacy (CSE) 0.06 —0.03
CSE*P —0.02 —0.03
CSE*SETA —0.13%%* —0.07
CSE*M —0.14* —0.12*
Virtual status (VS) —0.02 —0.03
VS*P —0.04 0.06
VS*SETA —0.11%x* 0.07
VS*M —0.05 —0.10%**
R? of INT 0.30 0.33 0.32 0.19 0.21 0.21

*p < 0.05; *¥*p < 0.01; ***p < 0.10 (one-tailed test).
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intention. Awareness of security policies and
computer monitoring is negatively associated with
unauthorized modification intention, but not with
unauthorized access intention. SETA program is
negatively associated with unauthorized access
intention, but not unauthorized modification inten-
tion. As mentioned, a discussion of these main effect
results is included in D’Arcy and Hovav (2007).
Therefore, we focus primarily on the hypothesized
moderating effects for the remainder of this paper.

In terms of interpreting the moderating effects,
the path coefficient for the interaction construct
CSE*SETA, for example, would indicate how a
change in the level of CSE would change the
influence of SETA on IS misuse intention. This
same interpretation applies to the other interaction
constructs in Table III. Overall, the results provide
some support for the moderating influences of
computer self-efficacy (CSE) and virtual status (VS).
CSE has a significant negative effect on both the
relationships between computer monitoring and
unauthorized access intention and computer moni-
toring and unauthorized modification intention.
However, from a practical standpoint, the moder-
ating effect of CSE on the relationship between
computer monitoring and unauthorized access inten-
tion has little relevance, since the direct effect of
computer monitoring is not significant for this
behavior. CSE does have a marginally significant
negative effect on the relationship between SETA
program and unauthorized access intention. Taken
as a whole, the results provide partial support for H1.

In terms of virtual status, VS has a marginally
significant negative effect on both the relationships
between SETA program and unauthorized access
intention and computer monitoring and unautho-
rized modification intention. Thus, there is partial
support for H2.

As an additional analysis, we examined the means
of the security policy, SETA program, and computer
monitoring constructs between virtual and non-
virtual workers. We were interested in whether
virtual workers are more/less aware of the existence
of security countermeasures in their organizations.
Following Wiesenfeld et al. (1999), we coded indi-
viduals working at least 1 day per week outside of
the office as virtual workers; all others were coded as
non-virtual workers. The sample consisted of 67
virtual workers and 440 non-virtual workers.

TABLE IV

Security countermeasure construct means for virtual and
non-virtual workers

Subgroup Security SETA  Monitoring*
policies program

Non-virtual workers 5.36 4.28 4.47

Virtual workers 5.07 4.16 4.08

*Difference between these subgroups 1is significant

(p < 0.05).

Among the virtual workers, the mean number of
working days outside the office was close to half a
week (2.2 days). As shown in Table IV, awareness of
each countermeasure is lower for the virtual worker
subgroup. However, the only statistically significant
difference between the groups is for awareness of
computer monitoring (p < 0.05).

Discussion

The purpose of this study was to examine whether
certain individual characteristics (i.e., computer self-
efficacy) or work arrangements (i.e., virtual status)
moderate the influence of security policies, SETA
program, and computer monitoring on IS misuse.
The moderator variables — computer self-efficacy
and virtual status — were chosen based on theoretical
considerations and past research. The results provide
some evidence that the deterrent eftectiveness of
SETA programs and computer monitoring is not
uniform across all individuals. However, the impact
of security policies appears consistent regardless of
computer self-efficacy and virtual status.

CSE was shown to have a negative effect on the
relationship between SETA and unauthorized access
intention. Thus, it appears that SETA programs have
less deterrent effect on computer savvy individuals
when it comes to this type of misuse. The results also
suggest that CSE does not moderate the impact of
SETA on unauthorized modification, nor does
SETA have a direct effect on this behavior. Unau-
thorized modification is generally known to be
illegal and therefore users that engage in this misuse
likely have a strong instrumental intent. This intent
may be so strong that incremental deterrent effect of
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a SETA program (above that of security policies) is
weak, regardless of one’s perceived computing skills.

The results regarding the moderating effect of
CSE on computer monitoring suggest that computer
savvy individuals feel that they can overcome the
monitoring capabilities of their organizations and
that they are less likely to be caught when engaging
in unauthorized modification. More sophisticated
users may also realize that security personnel cannot
actively ““watch” all computing activities, even
though such activities are automatically logged and
recorded by monitoring technologies.

In terms of the VS interaction effects, our results
suggest that SETA programs are less effective in
deterring unauthorized access for employees that
spend more working days outside the office. How-
ever, virtual work arrangement does not seem to
influence the impact of SETA on unauthorized
modification. Similar to our previous explanation, it
may be that SETA programs cannot influence the
strong intent that is associated with unauthorized
modification activities, regardless of a user’s virtual
status. Our results also suggest that virtual workers
do not regard computer monitoring as significant a
deterrent toward unauthorized modification as non-
virtual workers. This may be because employees
perceive that monitoring is confined to organiza-
tional boundaries and that once an employee is out
of the office, it is more difficult for the organization
to monitor his/her computing activities. However,
the non-significant impact of VS on the relationship
between monitoring and unauthorized access sug-
gests that this explanation may only apply to the
most severe types of IS misuse. It is also possible that
employees associate monitoring more with data
modifications than with access. Employees might
not realize that organizations can monitor access
even when there is no change to existing information.
This assertion is supported by the non-significant
direct affect of monitoring on unauthorized access
intention. Future research is needed to address this
issue more thoroughly.

It is also interesting that user awareness of each
of the countermeasures was lower among virtual
workers compared to non-virtual workers. This
suggests that virtual workers do not perceive the
existence of these procedural and technical security
controls as strongly as traditional employees. The
difference awareness

significant In monitoring

between the two groups may also explain why vir-
tual status had a limited moderating eftect on the
impact of computer monitoring.

Finally, while not directly related to our hypoth-
eses, a key finding from the study is that moral
judgment had the strongest impact on IS misuse
intention for both behaviors. This is not surprising in
light of prior work that has shown a strong rela-
tionship between morality and various forms of
deviant and unethical behavior, including IS misuse.
Our results indicate that judgment of whether the
behavior is right or wrong has a stronger influence
than security policies, SETA program, and computer
monitoring in terms of an individual’s willingness to
engage in IS misuse. These findings suggest avenues
for future research, several of which are discussed in
the following section.

Contributions, limitations, and future
research

This research offers contributions to both research
and practice. From a research perspective, the study
provides one of the few tests of the differential
deterrence hypothesis in the realm of IS security.
Previous studies have largely assumed that the impact
of security countermeasures is uniform across indi-
viduals. By accounting for the moderating influences
of computer self-efficacy and virtual status, the
current study contributes to an improved under-
standing of the relationships between security coun-
termeasures and IS misuse. Moreover, by providing
evidence that the deterrent effect of certain coun-
termeasures varies due to individual and situational
factors, the study helps explain the equivocal find-
ings of prior work (i.e., monitoring is less effective
for computer savvy users when it comes to unau-
thorized modification).

From an information security management per-
spective, the results indicate that the effectiveness
of SETA programs can be improved by tailoring
such programs to certain groups of employees. For
example, computer knowledge appears to reduce the
deterrent eftect of SETA for certain misuse behav-
1ors. Thus, security education and training programs
should take into consideration the employee’s level
of computer understanding. Similarly, the moder-
ating eftect of computer self-efficacy on monitoring
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suggests that users with more computer knowledge
believe that they can “‘cheat” the system and avoid
the implications of monitoring technologies. Thus,
when implementing such technologies, organiza-
tions need to convey to computer savvy users that
they are not immune.

The results also indicate that virtual workers are less
deterred by SETA programs and computer monitor-
ing for certain misuse behaviors. Therefore, organi-
zations should create specialized security programs for
workers that spend more working days outside the
office. Such workers need to understand that orga-
nizational security measures apply equally whether in
or out of the physical boundaries of the office.
Moreover, as evident in Table IV, organizations need
to dedicate more resources toward making virtual
workers aware of existing security countermeasures.
This is especially important as more organizations
adopt virtual structures, outsource portions of their
knowledge work, and implement telecommuting
programs.

Like most empirical research, this study has lim-
itations that should be taken into account. These
limitations point to important issues for further
research. One limitation is the relatively small
number of virtual workers in relation to the total
sample. This may have contributed to the marginally
significant (p < 0.10) virtual status interaction effects
and the non-significance of several other relation-
ships involving virtual status. However, the virtual
workers in our sample worked on average close to
half of their workweek outside the office, which
suggests that some degree of “‘virtualness” was
captured within this group. Nonetheless, additional
research using a larger number of virtual workers is
needed to further validate our findings.

Another limitation is the overall amount of vari-
ance explained by the security countermeasure and
moderator variables in our model. While our results
suggest that these variables influence IS misuse
decisions, other factors also contribute toward this
behavior. Combining the current research model
with additional theoretical perspectives may provide
further insight into the relationships between secu-
rity countermeasures and IS misuse. One potentially
fruitful area is the integration of morality and secu-
rity countermeasures. Given the strong influence of
moral judgment in explaining IS misuse, future

research could investigate the antecedents of moral
judgment in the current model, including the impact
of security countermeasures. A study by Tenbrunsel
and Messick (1999) found that strength of surveil-
lance and sanctioning systems influence ethical judg-
ments by changing individuals’ perception of a
decision problem from an ethical one to that of a
business decision. Additionally, Silberman (1976)
suggests that societal laws and regulations can influ-
ence moral judgment through a socialization process
in which the controls become internalized as self-
regulatory mechanisms. It would be interesting to
investigate whether this dynamic occurs in the con-
text of IS security. In other words, can certain
security countermeasures be used to shape moral
judgments of IS misuse?

A further exploration of the current research
model could also investigate whether moral judg-
ments of IS misuse differ for virtual workers and for
those with varying levels of computer self-efticacy.
Examining these interaction effects may provide
more precise results in terms of the impact of
computer self-efficacy and virtual status on IS mis-
use intention. An additional question that arises is
whether high CSE individuals and virtual workers
actually perceive lower sanction costs (as our results
would suggest) and whether such perceptions are
justified. If high CSE individuals underestimate the
risk of sanction, then they are more likely to be
susceptible to decision biases such as positive illu-
sions and overconfidence, which in turn could
lead to greater occurrence of “insecure” computing
behaviors. Future research could explore potential
decision biases among high CSE and virtual workers
and the impact of such biases on sanction percep-
tions within these groups.

Conclusion

This study examined whether computer self-efficacy
and virtual status influence the deterrent effective-
ness of security policies, SETA program, and com-
puter results provide
evidence that computer savvy users are less deterred
by SETA programs and computer monitoring.
The results also suggest that SETA programs and
monitoring are less influential (from a deterrence

monitoring. Our some
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perspective) on users that spend more working
days outside the office. While our results were not
entirely consistent across both misuse behaviors
examined, they do suggest that organizations need to
consider different security approaches for different
groups of computer users. The findings also under-
score the importance of moral judgments in pre-
dicting IS misuse, as well as suggest avenues for
future research in this area.

Notes
' Results of the instrument validation testing for the
separate groups are available from the first author.

> Chin et al. (2003) provide a discussion and empirical
evidence of the advantages of the PLS product indicator
approach for measuring interaction effects versus alter-

native methods such as regression.
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Appendix — IS misuse scenarios
Unauthorized access scenario

By chance, Alex found the password that allowed
him to access the restricted computer system that
contained the salary information of employees
within his company. Around the same time, Alex
was preparing to ask for a raise. Before meeting with
his boss, Alex accessed the computer system and
viewed the salaries of others in similar jobs. Alex
used this information to determine how much of a
salary increase to ask for.

Unauthorized modification scenatio

Chris prepares payroll records for his company’s
employees and therefore has access to the computer
timekeeping and payroll systems. Periodically, Chris
would increase the hours-worked records of certain
employees with whom he was friends by “rounding
up”’ their total hours for the week (for example,
Chris would change 39.5 h worked to 40 h worked).
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